Code of Practice for Entities of Ecosystem (CoP-Entities)

A. Foreword:

This Code of Practice (CoP) is formulated to comply with TRAI's The Telecom Commercial
Communications Customer Preference Regulations, 2018 (6 of 2018) (‘TCCCP Regulations
2018').

This CoP deals with various Entities involved in performing various functions as required under
the said regulation, and prescribes the functions to be performed by them. It also provides for
the process for header registration.

For avoidance of doubt, in case of any difference between texts, the text set out in the TCCCP
Regulations, 2018 shall take precedence. In case of any confusion in interpretation or
clarification needed, the clarifications thus provided by Vodafone Idea Limited (VIL) shall be
final and binding.

The CoP will take effect from the date mentioned in Section-| Effective Date. It's technical and
system solutioning and implementation will start post said Effective Date and its timelines
would be as per the Section .

Any madification to this CoP would be well within the right of VIL, with no liability of any

financial claim or damages or any other adverse action, subject to suitable information of such
changes being provided to concern Entities.
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Section |. Effective Date

Being a huge change in the entire chain of ecosystem (i.e. system, business processes and
functions to be performed by associated parties), there is a need for seeking guidance of the
TRAI on first version of this CoP, before solutioning the architecture, its development and
deployment.

As per Regulation, TRAI can direct TSPs to make changes in CoP post its submission. This CoP
being first of its kind involving huge change in ecosystem and development, it is fair at VIL end
to wait for TRAI's inputs before further steps are taken towards its implementation. Therefore,
this CoP will be effective after 15 days from the date of submission to TRAI (“CoP Effective
Date”). In case of any observations from TRAI within such 15 days, this CoP will be effective
once such observations are addressed by VIL and agreed with TRAL.

The solutioning of architecture, processes, its development and deployment activities will
start after CoP Effective Date as per point no 2 above.

The estimated timelines for point no 3, is at least 6 months (on best effort basis) post CoP
Effective Date(except Migration of existing, wherever applicable), though it would be subject
to Vendor finalization, Solutioning & actual requirements emanating from finalized CoP and
hence subject to review subsequently.

Migration of existing information, Entities, Telecom resources, Headers, consent etc. is a
mammoth activity and would depend on finalized and approved CoP and system/processes
being put in place. For effective implementation without causing any inconvenience to
customers and/or disruption of business of Telemarketers and Principal Entities, it is
envisaged that migration should be started only once system and processes are implemented
and stabilized.

The effectiveness of new ecosystem and processes would depend on its concurrent
deployment by all TSPs on a common date. In case, any TSP continues to work on earlier
ecosystem and processes, it would give unfair advantage to the said TSP while dis-incentivising
the other TSP(s) who would develop the new system and processes earlier.

Section Il. Scope

The Scope of this CoP is to:

1.

2.

3.

Comply with the TCCCP Regulation, 2018.

Effective control of Unsolicited Commercial Communication.

Provide for appointment of various Entities (internally within VIL or delegated to a partner
entity) who would perform the respective functions assigned as per TCCCP Regulation and/or

this CoP and reduce regulatory burden on VIL as mentioned in Clause 11.6.2 of Explanatory
Memorandum to TRAI's TCCCP Regulations, 2018.

CoP Entities
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4. Cover process for registration of ‘Sender(s)’ (i.e. Principal Entities or Content Providers) and
their obligations, who will be assigned and allocated the headers (SMS or voice CLis), Consent
Template, Consent acquisition, Content Template, Content Verification and Scrubbing etc.

5. Provide Network system functioning conditions including SLAs and architecture.

6. Provide minimum set of information which will be put on DLT system for sharing with
different Entities and in between TSPs.

Section lll: Appointment of Entities

1. VIL, through wireless network or through wireline network, at its sole discretion, may choose
to perform the functions of an Entity(s) by its own or may also choose to delegate the same
to a third party or a combination of both. However, commercial communication message like
any SMS or other message can be originated and sent only by an Access Provider either
through its wireless network or wireline network as per its discretion.

2. At its own discretion, VIL may choose to provide right of sub-delegation to the Primary 3
party to whom functions have been delegated as per this CoP. The Primary 3" Party will need
to take approval of VIL for sub-delegating any functions to the Secondary 3" Party before
appointment of said Secondary 3 Party. This should be followed by confirmation of
appointment of said Secondary 3" Party, to be provided by Primary 3" Party to VIL within 3
calendar days of appointment.

3. If delegated to a third party:
a. VIL will have proper authorization of such Legal entity through legal agreements, which
should at least contain strict conditions for safety, security and confidentiality of the

information being made available over the DLT system.

b. VIL may check that the third party is not an individual but, a reputed legal entity (i.e.
public or private listed company or proprietorship firm, as per Indian laws).

c. VILmay choose to appoint one third party for performing the functions of various Entities,

or may choose multiple third parties to perform different activities or may choose
multiple third parties for an individual activity.

Section IV: Types of Entities Registration and their functions:

There are seven types of Entities which are to be appointed by VIL, either to be done within
organization or for delegation to a third party, for performing the functions as per TRAI TCCCP
Regulation, 2018. The functions and process steps to be followed by such Entities are given as follows:

1. Header Registrar (Entity — HR)

A. Broad Functions:

CoP Entities
Version : VIL_CoP_Entities 1.0 Page 4 of 25




a)

b)

c)l

Kl

e)

r

g)

establish and maintain header register as distributed ledger to keep headers, in a secure and
safe manner, and make accessible relevantinformation for identifying the assignee at the time
of request to carry out various functions, e.g: scrubbing function from the reglstered
telemarketers for scrubbmg, delivery functlon from telemarketer '

carry out Header Reglstratlon Functron,

keep record of headers throughout its ilfecycle, ie free for assrgnment assngned to an entity, -
--.WIthdrawn surrendered re~assrgned etc

keep' reco'rd of headEr(s), heade'r robt(s) reserved'fo_'r'Specific'.p_u'rpoSE;:

synchromze records, in real time, among all header Iedgers avallable with partn:rpatmg nodes
in Header Registratron Functlonallty inan |mmutable and non- repudrable manner; :

maintain With minimum performance requiremen_ts‘as specified;

perform any other function and keep reIevant details requrred for carrying out pre and post
checks for regulatory comphance

Process steps to bhe followed:

. Assign header or Header root for SMS via Header Registration Functionality, on its own or

through its agents, as per allocation and assignment principles and policies, to. facilitate

,contént;provi_der'or principal entity to get new headers;’

Process for Allocation and Assignment Principles and policies:

i.  Totallength of'a SMS Header is 11 alphabets or humbers or a[phanum"eric First three -
characters or last three characters will be fixed as: First being an alphabet as |nd|cator -
of TSP name, Second belng an. alphabet as’ mdlcator of licensed service area name and- _'
Third being an alphabet as indicator of. whether purpose of SMS mtended to be
pushed is-promotional or service or transactional or- Government (r e ' or ‘S or T
or ‘G’), followed by-a hyphen ‘-".‘Rest 7 characters ‘or numbers are, free and can be.
used for assignment. Such mdlcators can be used as preflx or suffrx as per dlscretlon
of ortglnatlng TSP. - : '

N
.

Jdic VIL will aimto develop a solutlon whereby it.is p055|ble to ldentrfy Ilcensee name':} c

and/or category of message (promotmnal [service /transactlonal /Government)f'f

and/or licensed service area, without using the respective indicators in the headers of S

Originating SMS.. This may require mutual consensus with other TSP(s) including but';'.,:,

_ ot limited to commercial consideration. This will help the subscribers to- know the
principal entities and give more flexibility to pnncupal entities whlle the |denttfrcatlon;- e
for compliance and billing purposes can be based on the mformatlon avallableiz' R

otherwise in the system.

ii.  Sender will not have right or ownership on the header{s} allocated. In case: of any
dispute or otherwise, under pure discretion of VIL, the assighment of header(s) can

CoP Entities
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vie

vii.

be revoked, with or without notice. VIL under its discretion, can disallow allocation of
any specific headers as well.

The assignment of header(s) will be subject to the commermai terms as prescribed by
VIL. :

The Sender reglstratlon and/or headers assugnment quI be done by VIL for its own'

' .resources, as per the. process prescr[bed herem

“For the messages categorlsed under Promotional ancl Serwce categorles a charge

upto Rs..0:05 per SMS canbe charged by the Terminating Access prowder (TAP) from
the. Orrgmatlng Access Prowder (OAP}. This charge is over and above the normal SMS
Termlnatlon charge (Presently, Rs. 0.02 per SMS). :

The. defi nition of'PromotionaI Service and Transactional m'e'ss'a'ge 'wo'uld be as per
TCCCP Regulation;, 2018. For the purpose of clear understandlng, it is to be noted that
Transactional SMS would-be only those OTP messages that are related to banking

E transactions {only Scheduled Banks) pertaining to buying or selling of any goods-or

services andare directly required for compieting the said banking transaction. Sample
illustrations differentiating transactional, service -& promotional messages are as
follows:

lllustrations:

1. Customer domg Banking transaction (like payment through credlt/deblt card at
"~ a Merchant !ocation, Net Bankmg transactton)

. Transactlonal Message: OTP message requlred for comp[etmg such Net—
banking transactlon : i
- Service Message (mferred consent) Conflrmatlon messages ofa Net- banklng
' trarisaction. K
-» 'Transactlonal Message OTP message reqmred for completlng credlt/deblt__ _
~ card transactton ata Merchant location: : ; o
= Service Message (inferred consent) Conﬁrmation- me_ssage_s--- .of: such :
credit/debit transaction.. : o e o

2. Customer purc'hasing .pr'oduct from E-Commerce Mobile app/wehs)te

= Transactaonal Message Customer makes the payment through Net—Bankmg.}'
over E- Commerce websne/moblle app and an OTP s sent to complete theﬂ.
transaction; = : o

= Service Message (mferred consent) Product purchase conF rmatlon dehvery'
status. .

= Sgrvice Message (mferred consent); Customer makes the payment through-_"
Payment Wallet over E-Commerce websﬂe/mobde app and an OTP is sent. to.
complete the transaction. S o '

3. Sample Servi_ce messages with-no promotional content (Inferred consent)

CoP Entities:
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. Banking
= Account statement alerts
= Balance in Account :XXXXXXXXXXYYYY is -8046.15,
= Dear SBI Cardholder your current. available limit is Rs.7,017.81. Pls calf us at
- 18601801290/39020202 for information on credit limit.
w SB/CA AccountXXXXXXXXnyyy -has- - gone. : below mmlmum balance_ .
: requirement .on. 24/01/2017 Total Avail.bal: INR 223 :03. Mrmmum Balance_-
Information Msg L : -
‘= Dear Customer we have upgraded upt, Klndly Rese /generate your UPI pin by_: '
o entenng ATM card details: firstAnconvenience regretted -
" Bank will NEVER telephone you to'verify this password Password for Upgradei-' :
' Access Level is: 94743003 Do not gwe itto anyone. -

b, E-Commerce and Logistics _ § C

¢ Weare delrghted to inform you that Order No HKA—29896 11700985 has been )
delivered. : : : :

o Dear Customer, ur Orderwas returned tous undellvered Ur 1 Yr Free Shlppmg_
subscription i is cancelled. Subscribe again to-avail. benefits.T&C

. e Your order from <Name of Brand> wrth Blue Dart Awb# 69630540954 is
undelivered due to address related |ssues Please call 1860 233 1234 from
. 9am- -9pm Mon-Sat. -

o Exchange order undelivered: We were unable to deliver your exchange order_

for <Name of product>.... We will attempt again.

Others

e “Dear Custamer, Power Supply in" your area may get interrupted between
'10AM-6PM on 10-10-2018 due to Maintenance shutdown Inconvemence is
regretted Team BRPL”

. "Your SIP Purchasein Folio - -under HDFC Hybrrd Eqmty Fund Dir-Growth

- for Rs -4000.00 has been’ processed atthe NAVof___-for_ _ ‘units {wrth;_ .

~ app ble load, if any)” o - :

] Dear 6E Customer --Get online or get in line; Web check-ln NOW. Just: carry a
prmt of- your boardlng pass and drop your bags. at bag drop counters’ or .
proceed straight to gates. : D

* Your Bus has been’ de!ayed by 44 minutes’in departure, and may cause delay_'." _
in arrival:Inconvenience is highly regretted . _ R

e Sorry. Your rlde w1th CRN 2346066642 has been cance[led We apologlze for: :f-: -
the inconvenience. - o

e Hi, your Health Quote 201701175954 wall end tomorrow V|51t <websrte> to; o
buy now or call on’<Number> S

e - <Institute Name> RC DELHI-3 Dear NEHA You are requested to wsut <lnst|tute- B

Name> Regional Centre, Dwarka from 24th to 25th Jan, 2017 to collect your =
study material {Jan Session, 2017) for MCOMZ Prog. Klndly brlng your onglnal e
student Identity Card with you. S

s NOTICE Dear Parents,lt is for your kind: information that educational: tour of.

~ GNPSis: planned to move on 11ith October 2018 at 16:00 hours (4 PM) -

e The cheque/ECS/NACH of Rs. 25007.00 deposited under loan no.
610600001353 iis bounced, Kindly make the payment immediately. Ignore [
already paid. :

: CoP Entities L
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e <Brand name> Alert Loan application of <Name of customer> has been
sanctioned. Regards, <Brand Name>

e QTP for Home Credit loan application is 847871. Please enter the same to
complete your transaction. Do not share OTP with anyone for security
reasons. :

e Your loan application no SF86372542 has been approved. Amount will be
disbursed in 48 working hours post submission of all documents. Regards,
<Brand Name>

e Your <Name of brand> credit card has been dispatched by Blue dart courier
AWB no . You can track on www.xxxxx.com or contact customer care
number yyyyyyyyyyy. For more details please visit our website
www.abcabc.com or contact to our toll free number

e Dear Customer, recharge your <D2H service provider> d2h id abcabcabc
before or on 02-Aug-18 to enjoy uninterrupted services.

4. Sample Service /Promotional Messages with promotional Content (Service
messages with Explicit Consent or Promotional messages to unblocked
customers over DND list):

e Download the Goibibo App, SignUp & Get ready to Earn loads of goCash+ & Save Big
on your Travel Bookings https://go.ibi.bo/d/BciwOpgE3Q

e Book Ads In <Brand Name> at lowest cost. Visit abcabc.com or call xxooxxxxx. More
Than 5 Lakh Happy Customers Served.Use code xyzxyz for 10% off

e You started a consult with DocsApp but didn't go through with it. Use COUPON CODE
310FF to get FLAT 31% OFF on your consult - EXPIRES TODAY http://nmc.sg/jQ5uVq

e Hey Eldho Jacob. Want to buy the medicines that Dr. abcabc prescribed? Order on
xyzApp to get upto 20% Off and Free home delivery. Click http://do

e Make this festive season even more special with No mkg on Diamond Jwlry,
Rs.225/gm mkg on gold jwlry& 10% off on Jadau jwiry only@<brand name>.T&C

e Lunch @ 60% off is bae! Use code TREAT60. Max discount Rs.80. Valid till 4 pm on
the <Brand name> app. Order Now! Click Here --> goo.gl/

i. For the purposes of sending messages to its own subscribers, VIL will not need to undergo
registration process under this CoP. As the connection by itself is part of service opted by
customer, VIL can send Service and Transactional messages to its own customers without
seeking separate consent. For the purposes of sending promotional messages to its own
customers, VIL would have to ensure scrubbing of preference register.

b) Carry out pre-verifications of documents and credentials submitted by an individual, business
entity or legal entity requesting for assigning of the header;

Process for Pre-verification Checks and request for assignment of header:

i.  The Sender has to submit request for registration by filling up a simple Universal
application form, mention the header(s), header root required and enclose copy of
KYC documents (for both sender entity and its Authorised signatory) and
authorisation letter from the said Principal Entity/Content provider, in the format
prescribed.

CoP Entities
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vi.

vi.

~a) Incase of individual, the authorised signatory and authorisation letter will not
apply.

b) In case of Government agencies approaching directly'Entity-HR the KYC
documents will not apply. ln case a Registered Telemarketer (RTM) with VIL,
approaches on behalf of: Government agencies then, an undertakmg would.
have to be furmshed by said- RTIVI that the header will be used for ‘said’
Government agencies SMS only Itistobe noted saad header W|II be: regastered ‘
in‘name of Government agency In case: of Central & State Governimerit,

' bodles established under Constrtutron, TRAL (if it dlrectsl, and any agency

“authorized by TRAI, the TAP will ‘not bill to* OAP: Service SMS. charge: of .
Rs.0.05/- SMS. However, the SMS termmatlon charge as de‘r’ned under TRAI
Regulatron would contmue to apply (presently @ Rs. 0.02/- SIVIS)

' The appltcant should also declare purpose of sendmg the SIVIS through such header(s)

If the declared purpose is of sendmg stock related tips etc further authentrcatlon-'
stepsas mentioned in sub- -point d) below. should be followetdl. If the declared purpose
is for sendmg messages on behalf .of Union or State Government of institutions,
autonomous bodies : establlshed under constitution or any statute, further
authentwatron steps as mentioned in sub- pomt e} to be followed.

VIL/Ent|ty HR to aim for providing digital modes also for collection of this information
and registration of Sender(s) and/or Header(s) for a seamless experience and faster
processmg :

Check that the header(s) should be related to company name or initial alphabets of

‘the words in the company.name or the busmess/sector to which company belongsto
or the brand name such Sender holds In"case the header does not fall into any of:_

these categorles the Entlty-HR to ‘check whether the header can. have A correlatlon:
with any of the Government entntres/pro;ects weII known brands, _corporates etc.. as:_

'-1def|ned in the list at Annexure {to be subsequently definad and made part ofthls'_,_;;-
-:_CoP) If there is no correlatlon with the list, then the request can’ be taken forward_f_::_

else to be declined.

Entlty-HR should maintain a lrst of Fnancral institutions like Banks Mutual fund"
houses, Insurance companies, Payment Banks etc. Header{s) reqwrements from such----.i
institutions should have another step of checking with the sard mstltutrons through a_

4 separate communication.

A Registered Telemarketer can also approach Entity-HR for registration of headers for
its ‘end clients. In such case; the registered Telemarketer would need to provide all_--‘

related details and documents of . Sender/PnnmpaI ‘Entity mcludmg letter of -
Authorization from such Sender/Principal Entities. For all such cases, ‘the Registered..

Telemarketer will be responsible and liable for fulfilling the obligations of such-
Sender/PnncrpaI Entity :nciudlng, but nat fimited to, payment of security deposit,
penalt|es etc. o

CoP Entities
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c) Bind with a mobile device and mobile number(s), in a secure and safe manner, which shall be
used subsequently on regular intervals for logins tothe sessions by the header assignee;

Processlto bind mobile device and its role:

i Upon wntten approval from VIL, Entuty—HR should also aim to Iaunch a mobile
app/webche or-any other mode, enablmg Sender(s) to login securely and: safely for
using different services wh:ch VIL may choose to prowde through such fode. The
mobile app: should have -authentication based -on the registered ‘mobile : number
and/or email id of the Sender VIL to also aim for other features of binding a meI|E
number to. ‘the - resources provided to a Teiemarketer/Sender to ens_ure-

_ authentication through said mobile number befo_re login to a session. '

d) Carry out additional authentications in case of a request for headers to be issued to SEBI
registered brokers or other entities speuﬁed by Authorltv by directions, ordersor mstructlons; :
. issued from time to: tlme,

Process for Additional Authentications — SEBI related

i. No header should be used for sending any SMS related to investment advice or tip,
unless it has gone authentication as provided for in this step. All Sender{s} should
confirm if the header being sought for-allocation, is to be used for sending any SMS
rélating to investment advice or tip. If yes, then following steps to be followed:

ii. The Sender should be a SEBI registered investment advisor or broker or sub broker or
portfolio. manager ‘'or merchant banker, and should provide its SEBI. registration
document. The: Entlty—HR should cross-check the same with the SEBI website. [n case
‘detatls do not match header reglstratlon request to he decllned ' '

. e) carry out addmonal authent:catlons in case of a request for héaders ‘to be issued to.
government entities, corporate(s) or well-known brands, including specmc dlrectlons, orders _
‘or lnstructlons if any, issued from time to tlme by the Authority; . S

Additiorial.A_uthenti'cations - Government entities, corporate/well-known brands:
i. -Enfity-HR to maintain list of corporate/well-known br__a"ndé. Initial list shall .b'ef:" '

enclosed with this CoP, as and when formulated and its subsequent revisions would ..
not require any amendment to CoP. This list may be publiShed by VIL on its website;

Any corporate/legal entlty can approach Entity-HR for inclusion of their brands etc. .

in:this list, subject'to commerc:al ‘considerations-as prescrlbed from time to time’ by':'
VIL '

ii. Entity-HR to maintain list of Government bodies, entities, major project of central
* Government having requarement of SMS blast to public etc. For this, Entlty—HR:-'~-
through VIL and COAl may approach and seek help of TRAI/DoT for list of such
headers and the Nodal officers for coordination. '

iii.  Incasethe purpose of sendlng SMS is on behalf of Government entities, Government:
projects the Sender/TeIemarketer should provide the Government authorlzatlon -

: : | CoP-Ent;tles :
Version : VIL_CoP_Entities 1.0 s Page 10 6f25




f)

g)

_h).

letter. The Sender/Telemarketer would undertake that the billing forsuch SMS would
be made to them and cleared by them unless otherwise mentioned in the
Government Authorization letter specifically.

iv.  Incase the purpose of sending SMS is on behalf of corporate/well-known brands; the

Sender should provude the Authorization: letter from stch corporate/well kitown.

: -brand on their letter-head along with other- requ|5|te documents The' said

Corporate/well known brand to a!so undertake that they have the Iega[ ownership or
usage rlghts over sald brand : . :

carry out addltlonal chetks for Iook-allke headers which ‘may mlstead to a commgen ret:|p|ent' -
of commermai commumcation it may also include prOX|m|ty checks, 5|mllanty after substring -
swaps specn‘“ cally m case of government ‘entities, corporate(s) ‘well-known brands whlle-__
assigning headers irrespectlve of current assignments of such headers, and to follow specn‘lc:_
directions, orders or instructions; if any, |ssued from time'to time by the Authorlty,

Proc_es_s steps for Ad_ditional i:hecks fo_r'loo‘k-—alike header_s:
i Data set for this is the well-known brand list forrnutated. |

ii. Headers sh'quld_ not be a'llocate'd wit_h %'well known string’% as defined in the list for
Jinitial three months.

ii. In case, the said brand wants the above string or a part thereof, to remain blocked
with VIL, they may approach VIL or.its Entity-HR and agree on the commercial basis.

iv. Above to be done on a best effort basis.
Process ‘steps for Registration of Sender and/or ‘Header: Post successful checks and

documents avallablhty as per above sub-clause from a} to f), the Entity- -HR -will register. the
Sender and/or assign the header/header root and make respectlve entries i m the system

- Process steps for De- reglstratlon of Sender and/or Header: The Entlty -HR erI temporarlly or--__ T _

permanently de- reglster a Sender and/or Header in foilowmg -Scenarios:
i in case-of repeated compiamts as.deflned in the c—_or_nplamt handling C_oP.

_'i_i'.__ 'In case limited penod mentroned inthe Authorisatlon Ietter prov:ded by Government-_'_ o
-agency of Corporate/well known brand. . CEE

i Any other scenarios, as emanatmg from CoP-Detectron oras defmed by VIL from trme:

Such de-registration of Sender or Header(s) should be immediately informed 1o the respective

Sender/Telemarketer on their registered email id, along with process of re- aIIotment as. |
deflned by VIL from time to time, -- S
Above process steps as:defined from sub-point a) to h) are to be followed in case a Sender or

Telemarketer seeks allocation of telecom resource for voice calls, except the provisions which

CoP Entities
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f)

g)

h)

are specific to SMS as a bearer. Depending upon technical feasibility, VIL may choogse to
allocate naming feature to be displayed as CLI {CNam) for commercial voice calls made to its
own subscribers. .

i) Process Steps in case Header already allocated: There could be f_oilo_wing scenarios:

i. In case, a header is already allocated to an entity and a different” entrty approaches .
for the same header in same LSA '

i In case, ,tWo"entities atone point of ti'me'_s'eek.a partic'ular header
In both the above scenarios, VIL ‘may frame a gurdlng framework to resolve such issues, on
case 1o case basis. -

Consent Template Registrar (Entity-CsTR) and Consent Acquisition Registrar (Entity-CsAR)

Broad Functions:

' a). establish and maintain consent register as distributed ledger to keep consent, in a secure and

safe manner, and make accessible relevant data for scrubbing function to the registered
telemarketers for scrubbing;

b) establish Customer Consent Acquisition Facility {CCAF), to record recipient’s consent to
" -receive commercial communications from the sender-or consent acquirer;

c) estab[ish Customer Consent Verification Facility (CCVF) for the purpose of facilitating:
i. - customers to verlfy, modify, renew or revoke their consent in respect of commercial
communicatlons and

i, Access Providers to verify the consent in case of complaint;

keep consent for'each 'co_nsent acquirer, in a manner that client data of entity is _adequalt"elyl: _
protected; ' ' -

keep record of revocation of consent by the customer, whenever exermsed in an 1mmutab|e and.-i_ :
non- repudiable manner; :

synchronize records, in real time, among all consent ledgers available with participating no'des-i_n'
Consent Acquisition Functionality in.an immutable and non-repudiable manner; '

maintain with minimum performance requirements as specified;

perform any other function and keep relevant details required for carrying out pre and post checks - .

for regulatory compliance;

B. Process steps to be followed:

CoP Entities
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a) Record consent via Customer Consent Acquisition Functionality on Consent Register, on its
own or through its agents, to facilitate consent acquirers to record the consent taken from
the customersina robust manner which is rmmutable and non-repudiable and as specified
by relevant regulatlons

" Process Steps for'R'ecording Consent:
A The sender wril share the consent template whrch should EXp|ICIt|y convey the purpose wrth :
the consent template reglstrar (Entrty-CsTR) which is to be presented 1o the customer for:
“acquiring: consent and mentlons the purpose of the consent and detarls of the sender
(Header) R . : .
ii. The Entrtv -CsTR will cross check the consent template W|th purpose Header.and sender and

approve/dlsapprove the same: for the registration: In case of rejection;.t the sender to share
the revise template Entrty-CsTR will assign a unique iD to each approved consent template _

jii. VIL under its dlscretlon, can dlsallow registration of consent template based onany spec1fc-
content through keywords or otherwise.

“iv. The Entity-CsTR will reg|ster and record the approved consent temp!ate along with senderand
header name in its system {will repllcate at Header Registration)

v. VIL/ Entity-CsT_R may charge send_er for such template registration as per their commer’ci'als. -
E)_t'am_ple_s of the (fonsent templates (generic meSsages_): |
| To be added subsequently
b) Presentmg content of consent acqulsmon template to the customer before taking consent . '
c) Taking agreement_to the pur_pose of consent.-and details of s._ender; |
d) Au.the'n_t'icate‘customer giv'ing'fthe consent through;OTP; o |
Process Step for Pre.sentmg content of consent acqutsmon, takmg agreem.ent and |
authentlcatlon' : :

i The sender may have multiple consent templates reglstered with Ent:ty CsTR

consent. -

iii.  Entity-CsAR will share the registered consent template containing details of the sender-
and Header {Principal-Entity name/brand name e.g. Amazon) and OTP with the consumer
through short code as SMS. Consumer will respond back on the:same short code (toll free- -
level 5) with OTP, to provide consent for the stated consent template. To protect interests:
of its own subscribers and protecting them from UCC/spam and malicious/non-bonafide

_ o CoP Entities _ :
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vi.

consent templates, VIL as terminating TSP will not allow any othér mode of seekmg
consent from its own subscribers.

The Entity-CsAR. will cross ch'ec_k the OTP and do the automated Authentication, On the
successful confirmation of OTP, the consent is recorded in the system paired with the

MSISDN along; w:th date and time of such consent from the consumer {tlme when it hits

the system). Post consent recordmg, a conflrmation issent to the consumer through SMS,
and. also to the Sender

Once the consent is acquwed same will be valid for twelve months period from the date .- |
of recordlng of the consent unless customer revokes hls/her consent befare expiry of.

twelve month period.

In case of OTP mi's"match, consumer and sender/consent'acquirer-w_ill be notified. -

e) record revocation of consent by the customer via revoke request in a robust manner Wthh is
" immutable and non- repudlable and as specified by relevant regulations; -

Process Step for ret:ording revocation of Consent:

The revocation of consent can happen through various modes mentioned below:

i,
vil.

f) In case, xx% of the customers don’t give consent out of the total consent messagés presentéd t o

sending SMS to short code 1909 with Label <Revoke> and <Sender ID> or to telephane
number mentioned in the message or during the voice call received from the sender(s);
or :

calllng on 1509 or number- ment|oned for revoking the consent dunng the voice caII
received from the:sender(s); or : : -
calling'on customer care number; or

Interactlve Voice Response System {IVRS); or

Mobile app developed in this regard either by the Authorlty or by any other person or.

‘entity and approved by the. Authority; or

Web portal with authentlcanon through OTP; or.
Any other means as may be notified by the. Authorlty from time to tlme

the customersina single day (where xxvalue is to be decided by VIL from time to time), the actlwty-:
done by the sender could be:suspicious. Hence, a warning notice should be sent to the sender.
Post the natice, Entity-CsAR will monitor future conversion of consent messages for the said: -
consent template and take su_lt_a_b[e necessary action as _agre_ed between ViLand Entity —CsA_R_ '

The_.detai[ed process on revocation of consent is covered in ‘CoP— Process for Registration,;
- madification and Deregistration of Preferences and Recording and Revocation of Consent’, and its.
provisions would be binding on Entity-CsAR and Sender(s)/Consent Acquirers.

3. Content Template Registrar

A. Broad Functions:

CoP Entities
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a} Content Templa'te Registrar {Entity-CTR) to carry out content template registration function;
b) keep records of registered templates in immutabl'e__and non repudiable manner;
c) ma'i'ntain wi'th minimUm performance reeuirementé as'épeciﬁed‘

d) . perform any other functlon ancl keep relevant detalls requrred for carrymg out pre and post
L checks for: regulatory compllance - :

B. P’rocess Steps tp be followed_:

~a) to check content of the template bemg offered for reglstratlon as a transactional tempiate and
service message template :

Process _Steps._for checking COntent offered for registration:

i. - Sender or Telemarketer on behalf of the Sender, will share with-Entity-CTR the proposed
template to be registered under the category of transactional or service message, for the
purposes.of the subscribers of VIL which has appointed Entity-CTR: Furt_h_er, the sender
will-also provide consent template id (as provided during registration) for the proposed
template of service messages. The template should carry both fixed and variable portion,
distinctly identified. Sample Templates with fixed and variable portions WI|| be prescribed
and shared with senders during Reglstratlon

i, Sender to ensure not to send any objectionable, obscene, unauthorized or any other
content messages or communications mfrlnglng copyright and lntel|ectual property right
_etc.,,inany form whlch is not perm|tted as: per estab!rshed laws of the country

Ciil. - Entity=CTR will cross check the content of the ser\nce message template. and transactlonal
© . message template as well as- checkmg the service message template falling under the

- purpose. (Commerceal Communlcatlon) as defined in the consent template

Jiv.  VIL under its dlscretlon can dlsallow regrstratlon of any content template based on any
- specific content through keywords or otherwrse : :

b} to identify flxed and varlab[e portion(s) of the content in the offered transactional template and: :
service message template with identification of type of content for.each portion of- varlable part.
of the content, e.g.. .date format, numeric format, name of recipient, amount W|th currency; -
reference number, transactson ldentlty, - -
Process Ste_ps:

i. Entity-C’l R is;-required.to ens_l.rre the above.

. Transactional and Service message sample messages would be as per illustrations as
provided at Clause 1.B.vii. under Section IV ahove.

Sample template for registration:

o _ ~CoP Entities _ S .
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ii.  Your Mobile No<variable>Recharged successfully with amouni<variable>and your current
balance is<variable>

ii.  Thank you from )_(_XXXX_<variab[e>Check Status using Track [Dé_va'riable>Your Order
Details<variable>Recharge Rs<variable>for<variable>of<variable>

iv.  ThankYou-for your-registration for Core Event on<variable>We regret toinform your seat
' is n_e_t_<va_r_iabie_> the event online so-yc')u‘.w_on<variable>mi'ss it.

V. 'Your transactlon to <Vanable> of amount <Vanable> is <Var|able> Thank you for using
TNT Sennce <Var|able> Transaction No <Variable> :

To estlmate the. total Iength of variable portion, viz. total Iength of fixed portion for a typical
transactional message, service message for offered template;

. ..Process Stepsz :

d)

: Process Steps:

e)

f)

i.  Entity-CTR to ensure that the length of the variable portion for a typical transactional

and service message should not.be more than xx% of the total length. {where value of

- xx would be as decided by VIL, in consultation with Entity-CTR). Entity-CTR aléng with

VIL, would put.in place a process for approval of exception to this percentage
threshold. '

To de-register template or temporarily suspend use of template;

4

i.  Entity-CTR - will de-register/ temporar:ly suspend: use of a content template
(transactlonal or semce) in case offollowmg scenarios:

a) Incase of repeated complaints as def"ned in the complamt handling CoP.
“ b} In case of non- -usage of the template for a period of 90 days.
c) As per snputs ansmg from CoP Detect or otherw:se as per discretion of VIL.

To generate one-way hash for fixed portion of content of template and ways to extract fixed- :

‘portion and variable portion{s) from actual message for carrymg ‘outpre and’ pest checks of

actual content of actual message offered for delivery or already delwered
Proc_ess Steps:
i. - Post the CoP Effective Date, the solution will be worked out. D'uring' the'solutioning the
process of hashing/reading etc. will be detailed and subsequent[y, suitably. mcorporated

inthe CoP as we!l

To check content of the template being offered for reglstratlon as a promotlonal from
perspectlve of content category;

Process Step‘s' for checking content of template:

CoP Entities
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B.  Process Steps to be followed:

5.

6.

i.  Sender to categorise the template message into promotional category if the same falls
under the definition of promotional message as defined in this CoP. Entity- CTR to do the
necessary check and same will be applicable for the subscribers of VIL, who has appointed
the said Entlty—CT R :

'Assig_nmg um__qu_e te_mplate |dent_iw. to registered template of content;

_Pro;ess Ste'p’s' 'for- as's'lér‘iiné lj'hi__r‘;ue template.‘identity: B
i Entlty-CT R to assagn unlque |d to each template agamst each reglstered senderid and
update the: system : :
Content Template Verifier (Entlty-CTV)

Broad Funct;ons

a)" carry-‘out'conte'nt' 'verifica'tion;._

b) keep records with all relevant details for future references;

¢) Toidentify the content type and category of messages to be delivered or already delivered via
an automated tool or utility software;

i. Entity-CTV should identify the content type and category of messages to be delivered .
or already delivered via an automated tool or utility software. For this, a percentage of
messages {i.e. dlfferent types of content templates) to be checked wh:ch can be static.
ar dynam:c as decided by Entlty -CTV and VIL from time to tlme : :

Telemarketer functlona[ Entsty Reglstrar (Entlty-TFER)
A Process St'epS'

Lo VIL |tsetf or through-an entlty (Entltv-TFER) will: regtster Telemarketer funct;onal Entltles__'

i.e. TM-SE, TM-DF; TM-AF and TM-VCF and arrange execution of respectlve agreements:!.:_"- e

with: them as per the format specified by. VIL

ii, These Telemarketer functlonal entities wull perform respective functlons as: mentloned;::;. \
heremafter : T g

jii.  Itisin complete discretion of VIL to appomt and register one or multlple entitles as TM-'. '
'SF. _ :

iv.  VIL may formulate process and scenarios for de- reg|strat|on of Telemarketer Functlonal '
Entities :

Telemarketer for Various Functions

CoP Entities
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6a). Telemarketer - Scrubbing Function {TM-SF):
1. Broad Functions:
a} carry out_scrubbi'ng;
' .b) ' .k'eep recorci of.all nurn_bers 'scr_ubl:_red_for cornplain_ts resolutfon;
c) | maintain with rninimom p_erformance' reciuirementi'as sp_e'cified;-i

d) perform any other functron and keep relevant details requrred for carrying out pre and
post checks for regu[atory comphance : S :

2. ProcessStejps*to be followed:

a) to process scrubbing as defined, in a secure and safe manner, using preferences and consent of
customer(s) and category of content;

b) provide details about preferred time slots and types of days for delivery;

Process Steps for processing Scrubbing:

i. TheTelemarketer or Sender can both approach for the scrubbing function. The Originating
TSP {OAP) will send the request for scrubbing to terminating TSP (TAP} and TM-SF
appointed by TAP will do the scrubbing and generate token for OAP and also retain the
OAP token with itself. - :

ii. “For Scrubbing function can be foreither category of message.i.e. promotlonal service and
transact:onal

iiil. The Scrubbmg functron would mean checkmg of customers preference or consent
' dependmg upon the message being promotlonal or Service respectlvely The Sennce". _

. message may also have category of messages which can. be sent with Inferred consent,
which have to be suitably categorized in the said category during the content temp!atei"
'reglstratlon For transactional message, the content scrubbing wou!d be requrred ViL may_'__-
choose; at its own discretion, to have: Scrubbing function”and Content Template verlf' ier
functlon to be done simultaneously, through-a single entity or a s:ngle system, It would‘f_ _'
be at'VIL’s discretion to do dynamic dnppmg i.e. based on random percentage, pattern or
all transactrons . _ R

iv. The Telemarketer or Sender through OAP,. wrll prowcle the MSiSDNs and content of .
message along with the category of content {i.e. promational or service) to’ the TM- SF of. :
TAP as per the format prescrrbed by the TAP/T M SF. : :

V. The TAP’s TM-SF will scrub the promotronal message wrth the Preference register
{including checkmg the preferred time slots and types of days for delivery) and generatej :
a Token which should also contain preferred time slots and-types of days for delivery. .~

CoP Entities ' S e - L
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vi. In consumer’s interest and to ensure proper compliance, it is most important that the
scrubbing is done by TAP so that none of the messages should go to customers beyond
the opted preferred time slots and types of days for delivery and proper content and
consent dipping is ensured, ruling out possibility of spam messages to it's consumers.
Spam. messages to consumer’s leads to huge inconvenience to customers as well as

: complarnt management at TAP end

generate a Token

" viii. OAP has to pay commercna[ charge for ’Scrubbmg as a Servnce to TAP. Thls charge shall'be,

decided by TAP from time to time and will be appllcable in between OAPand TAP, on
reciprocal basis and will be over and ‘above the Re: 0.05 charge for promotmnal/ service
message and Re.0. 02 SMS termmation charge : - :

take necessary. measures to protect Preference Reglster and Consent Reglster data during
scrubbing; e.g. by Generating virtual identities and tokens for each number for the messages-
‘and voice calls and not disciosing real’ identities to any other entity than authorized to know

it;

Process Steps for Protection of Data during scrubbing:

(i)

(i

d) make avallable relevant detalls of scrubbed list to correspondmg OAPs and TAPs for carrymg outf.-:
reverse mapplng of wrtuat identities to reai identities for further dehverv, ' 5

._-P.ro_cess _Step's -for 'reverse mapping:’

e) to 'ident'i_fy_an'd report probable instances of request received for scrubbing of list of phone:

The Tokens generated by the TM-SF will not disclose the real identities (i.e. MSISDNs) to the
TeIemarke_ter/Sender. TM-SF will share the OAP Token with OAP and TAP Token with TAP.
These Token are to be used by respective OAP and TAP for ascertaining the content of

‘message, SMS. header and actual list of MSISDNs on which the SMS is to be sent. OAP may

charge the Sender/Telemarketer for the scrubbmg and decrypting of token through TM- SFor
dlrectly

Itis understood that TSPs may: have dlfferent Ieve[s of controls and. systems A TAP would like
to- have strfct control on scrubblng activity to ensure there is no inconvenience to |ts_:_
consumers and no UCC ismade to them Therefore, to prevent spam togoto their subscnbers o
© TAP- would have to undertake scrubbmg function, OAP has ‘to pay commercial charge:for
‘L '_’Scrubbmg as a Service’ to TAP. This charge shall be decided by TAP from timé to time and- will-
be-applicable in betweer OAP and TAP, on- reciprocal basis and will be over and above the R 0.
"0.05 charge for promot:onal/ service message and Re 0 02 SMS termmatlon charge

Make avan[able relevant means to ldentlfy the actual subscriber to WhICh the message needs A

to be delwered

Vil Slmrlariy, TAP's TM SF WI|| scrub the sennce message with the Consent Reglster and .

numbers- collected through harvesting software or instances of dictionary attack to relevant
entities authorized to take action;
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Process Steps for identifying and reporting instances of harvesting software or dictionary attack:

i. TM-SF and TAP should put in place system to identify probable instances of list of phone
numbers collected through harvesting software or instances of dictionary attack.

ii. Thebroad rules for such identifi cation should be fixed by TAP and its’ TM-SF from time to time.
If requwed same should be shared with TRAI for gurdance Since, the system development and
vendor fma_llzatlon isyet to st_art,__henc_e, the |denttflcation rules are not available at this’ stage. .

iii. ~ Once identif ed, TM-SF should report such instances to '(')AP for. fUrt'h'er necessary action
' agamst the Sender ¥ Telemarketer OAP will be bound to take action and mform TAP within 3

workmg days of such information being received.

6{b} Telemarketers for Dellvery Function (TM-DF) of Messages with telecom resource
connectl\nty to AP

A. Broad Function:
a) carry out de’livery' function

b) insert its Unlque identity with delwery processing reference number along with identity
through whlch scrubbmg was carried out;

. €) authenticate source of the messages submiited for delivery by header assignee or by
" aggregator and ensure their identity is part of content of message for traceability;

d) m_ain’tain with minimum performance requirements as specified;

e) perform any other function and keep other relevant details WhICh ‘may be required for
~carrying out pre and post checks for regulatory compllance

A. Process Steps:‘t_o be followed:

a) delilrer_ messages to OAP, in a secure and safe marlne_r, during specified time slots and types
of days of delivéry in accordance to the preferences of the customer(s);

Process-Steps:- TM-DF to follow above including broad functioris.
a} select QAP for particular customer(s) or messages and conveymg to Scrubber for
generating tokens for corresponding OAP- {0 access information of list of messages which
would be required to be delivered by it; -

Process Steps:

i. OAP’s TM-DF to follow above including broad functions.

ii. Inline with the Token generating provisions mentioned in section related 10 TAP's TM-SF,
the same activity related to Token generation, decryption should be carried out by TM-SF

. CoP Entities ~
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of TAP. The Token containing. \nrtual identities should be shared by TM-SF W|th OAP and
which can than share it with it’s TM-DF.

6{c} Telemarketers for Aggregation Function for messages. to other Telemarketer for delivery
- function (TM-AF):

A Broad Functions:

a).

b)

c).

d)

e)

carry out aggregation function;

keep récord_ of all numberé 'aégre'gated for t’:omplain'ts' 'r'e'sblution Eand traceabilit\);l

authentlcate source of the messages submltted for delivery by header a55|gnee or by -

aggregator and ensure therr ident|ty is part of content of message for traceabtlltv,
maintain with minimum: performance requnre_ments as specified;

perform any other function and keep other relevant details which may be reqwred for
carrymg out pre and post checks for regulatory. comphance :

B. Process to be followed:

a).

deliver messages to RTM having telecom resource cannectivity with access prowder(s) ina
secure and safe mariner; : '

.Process S"tep's:: TM_—AF to follow above including broad functions.

'_ 6(d) Telemarketer for volce callrng functlon with Telecom Resource Connectl\ntv for voice calls to
Access Prov:der (TM-VCF) = ; —_

A,- -Broad Fur_lct_aons:

a)

d)

) '__entltles than. authorrzed to know it;:

to carry out voice .calii'ng function;

‘take. necessary measures (o} protect Preference Reg|ster and Consent Reg|ster data durlng e
- 'voice calling, e.g. usung virtual identities to make voice calls or a secure Internet Protocol (IP)_;...: T

based Virtual Private Networks (VPN) with OAP and not dlsclosmg reai rdentlt!es to any othe

: take initiatives to enable cal[mg name dlsplay (CNAM) based on Intelhgent Network or ISDN'ff-."'
“based protocols, enhanced calling name (eCNAM) functlonahty as defined in 3GPP techmcal:f‘_ :

specifications TS 24, 196 for providing services to terminating user with the-name associated’
with the originating user and optionally delivering metadata about that or:g_matlng user;

maintain with minimum performance requirements as specified;

CoP Entities
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e) perform any other function and keep other relevant details which may be required for
carrying out pre and post checks for regulatory compliance;

B. Process Steps to be followed:

(a) deliver voice calls to OAP, in a secure and safe manner, during specified time slots and types
of days of delivery in accordance to the preferences of the customer(s);

(b) select OAP for particular customer(s) or voice calls and conveying selected OAPs to Scrubber
for generating tokens for corresponding OAP to access information of list of messages which
would be required to be delivered by it;

Process Steps for delivery of voice calls:

Above to be followed including the broad functions.

In line with the Token generating provisions mentioned in section related to TAP's TM-
SF, the same activity related to Token generation, decryption should be carried out by
for voice calls as well and the Token containing virtual identities should be shared by
TM-SF with OAP/TM-VCF.

The above process in case of voice calls would be dependent on technical feasibility
and detailed architecture/solution finalization, which will be shared subsequently.

Section V. Network/System Functioning Conditions

1. Network/System Architecture

Depending upon CoP finalization and discussions with vendor, the Network/system
architecture freezed by VIL for implementation should be incorporated in this CoP as
well.

All TSP should implement the DL system which should be interoperable and ensure
that requisite functions are performed in a non-repudiable and immutable manner.

2. Standards, Specification and SLAs

An SLA will be agreed between TSPs interconnecting over DLT layer, from time to time
and same will be translated into technical SLAs.

3. Flowchart of Sender/Telemarketer registration process.

Flowchart enclosed at Annexure 1to 6

Section VI. Consequence management

1. ATSP who has not implemented new DLT ecosystem and processes, should not be allowed to
terminate any commercial communication on other TSP. The TAP can disallow termination of
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commercial communication on its subscribers, if the necessary DLT system and processes has
not been implemented by an OAP (other TSP) as per the requirements and timelines provided
in the TRAV's regulation.

2. In case of default/breach in functions to be performed by respective Entities
registered/appointed by VIL, VIL may take strict action against the same which may include
warning notice or show cause notice or penalty or temporary/permanent termination etc.

3. VIL may formulate an internal process on above.

4, Action of blacklisting can be taken against Telemarketer or aggregator sending the SMS or
voice delivery function. For this, the TSP taking action of blacklisting should inform other TSPs
along with details of default. The other TSPs then should examine the case and take further
necessary action.

Section VII. Information handover over DLT to Entities and/or other TSPs

Following information should be handed over by a TSP to all other TSPs:

1. Sender (to be shared over DLT by OAP)
a. SenderID
b. Header
¢. Sender Name and Address

2. Header (to be shared over DLT by OAP)
a. Header
b. Date-Time of registration
c. Purpose (Transactional, Service, Promotional or Government)
d. Linked Telemarketer and Sender

3. Consent Template (to be shared over DLT by TAP)
a) Consent Template registration unique number
b) Consent template format including fixed and variable portion
c) SMS header
d) SenderID

4. Consent Register (to be shared over DLT by TAP)
a) Customer Number
b) Consent Template registration unique number
c) SMS header
d) Date/time of OTP message generation
e) Date/time of OTP validation and consent recording
f) Validity of consent, if any
g) Linked Telemarketer or Sender as applicable

5. Content Template (to be shared over DLT by TAP)
a) SenderID
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b) SMS header

¢) Consent Template registration unique number
d) Content Template

e) Fixed portion and Variable portion

f) Linked Telemarketer or Sender as applicable

Section VIIl. Migration of Existing Information / Processes

It is to be understood that Migration of existing information, Entities, Details of existing
Telemarketer, Telecom Resources, Headers & Sender ID's, Consent etc. is a mammoth
activity and would depend on finalization of CoP and system/processes being put in place.
For effective implementation without causing any inconvenience to customers and
disruption of business communication to Telemarketers and Principal Entities, it is
envisaged that migration should be started only once system and processes are
implemented and stabilized. VIL may also aim to start collection of information for
migration, prior to implementation of system and processes, wherever technically and
operationally feasible.

Further, VIL may choose to implement the provisions of new regulations in phases.

New Telemarketers who do not have TRAI registration as per previous TCCCP Regulation,
can be registered by VIL in an offline mode till the new system/processes over DLT is
implemented by all TSPs. For this, VIL may take suitable CAF, identification documents,
agreements from the Telemarketers. For Existing Telemarketers who approaches VIL in
case of expired/expiring TRAI registration, they can be allowed continuation of resources
under existing agreements and documentation, which can be extended for a period of 3
months at a time. VIL would be free to charge for such registration of new telemarketers
or extension to existing telemarketers, at a price decided by VIL from time to time. Also,
till the new system/processes as per the TRAI TCCCP Regulation, 2018 is implemented,
the penalties in case of UCC, as per previous regulations will apply and VIL can continue
to take security deposit from Telemarketers as per previous regulations.

Section XI. Amendment to CoP

This CoP can be amended by VIL at any given point in time subject to following:

a)

b)

It is understood that CoPs stipulate various requirements which are interlinked with CoPs of
other TSPs as well. Considering the same, wherever the amendment can lead to change in
information sharing with other TSP and/or billing, processing etc with other TSP, such
amendment should be shared with two weeks advance intimation before actually
implementing the same.

Wherever there is any material change for any existing Sender(s) which impacts performance
of its obligations, an advance notice of at least 7 calendar days along with changes and its
effective date for such existing Sender(s), should be given on their respective registered email-

Section IX. Publication of CoP
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This CoP may be published by VIL on its website after the implementation of the new systems and
processes. A digital copy of the same should be sent to below, on their appointment/registration:

a) Entity - HR

b) Entity — Consent Template Registrar
c) Entity - Consent Registrar
d) Entity - Content Template Registrar

e) Entity — Content Template Verifier

f) Entity- Telemarketer functional Entity registrar
g) All registered Sender(s)

h) All registered Telemarketers
i) All registered Aggregators

Further, on any amendment to the CoP, same may be published by VIL over its website and also sent
to above over their registered email-ids.

Section X. Definitions

The definitions would be as per the definitions contained in TRAI’'s TCCCP Regulations, 2018.

Section XI. Version History

Version : VIL_CoP_Entities 1.0

Sr. No Version Number | Date of Effective Main/Amendment
Submission to Date of CoP Number
TRAI
i VIL_CoP_Entities | 17" October 2018 | As per clause | Main
-1.0 mentioned in
CoP
CoP Entities
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Annexure - 1 to CoP-Entities

Header Registration

Registered.. \ -

Entity.

1

}C_-.‘_a"ceg_orj_pf(?onfc_eﬂt fbr_
- which-header is required -

' .I-Eea:de‘_r'_.qu.u_éﬁ'-to b
TSP/Entity-HR'

YES

TSP/Entity-HR
to check
whether
asked header
is already
allotted to any

NO

1

inform Entity that the Requested
header is already allocated to some

| other Entity and ask Entity to

provide.other header for

| Registration .

Header Assignment as per defined algorithm of

Header allocation o

-HR

Updation of Assigried her:i’dc’aiv in DL - Header or DL |

v

Confirmation to the Entity about the successful

Registration of Header




Annexure- 2 to CoP-Entities

Consent Template Registered

Registered Entity
interested in obtaining /
taking-consent

| Type of Consent for which Consent template is required
along with the p_u_rpose and details for which consent
~will be required. '

TSP/Entit

y-CsTR to
verify to Rejection Reason to
consent be inform to Entity
template

and if

TS'P/Entity:-CsTR to Ejpda_te abproved Consent-
template in Template Register - DL - Consent
-Template along with consent template iD

Confirmation to the Entity about the successful
Registration of Consent Template,




Annexure — 3 to CoP-Entities

Consent Acquisition

Registered Entity

seeking consent from
its customer-

—
%.

ﬁ'_i'Based on consent category, Entlty to choose the
-"'approved / reglstered consent template,

Entity to share the consent message in consent
template to TSP/Entity-CaTR (for TSP’s.own .
: .-;"-subscrlbers) which will be deliver to Customer from .
K whom consent IS requnred

i

TSP/ Entity-CaTR

v toverify the
consent template
~ "from DL-Consent

_ - Rejection Reason to be
~71'NO 71 inform to Entity -

before deliver. If
template verify .

R LYES

S_P/ Entrty CaTR will generate the SMS along with
OTP and will dellver to the customer from-whom
e consent is. reqwred through Short code -

Qp'bn rECQiVing the SMS, customer will have to
send the OTP back on the same short code. ®




if customer

reply with the

OTP, TSP/

Entity-CaTR to

verify the

} provided OTP, if
. 'OTP match:

If customer
does not reply

with in defined
timelines or

NO-

reply with
delay;

YES

*

|

TSP/ Entity-CaTR to Register the consent.in
onsent Register or DL-Consent and update
customer profile in jts system

#

- TSP/ 'Enti_ty-CaTR to 'Register the consentin
~ Consent Register or DL-Consent and update
- customer profile in its system.

hd

TSP/ Entity-CaTR will inform to the
customer about successful registration of

Consent




Annexure—4to CoPQEntities

Consent Revoke

Customer want to
revoke the
Consent -

Available Modes to revoke the

\ :

p consent _ _ )
Through SM$ Through Call Through App/Web

I

l

Registration of Customer.Request in system’

. TSP/Entity-CaTR

to check In DL -
Consent, if -
" Customer has
given con's_ent-in' .

TSP/ Entlty-CaTR wail mform to the customer
that there is'no: such consent ava:!able WhICh
need to be revoke s

pastornat.

i e

TSP/ Entity- CaTR will acknowledge the Consent
| Revocation Request and will update the DL Consent.

;

TSP/ Entity- CaTR will inform the customer about the
successful revocation of consent'and also inform to End

Entity about the revocation of consent by the subscriber.




Annexure — 5to CoP-Entities

Content Template Registration

Content

_ Entltles who want to reglster their -

b

| Classn‘[catlon of Content Template as Serwce

Classification of Coi_nte_n’tﬁ Template as Transaction

Message Content Template

Fixed Content

e

AN

¥

Message Template _

L

Variable Content

Fixed Content ' _ Variable Content

l

— =

TSP/ _Entity-C:TR_'tdRegiSt_e'r_the Content Template as per - /
the classification of Template, for TSP’s own subscribers '

TSP/ Entlty -CTR to Update the Content
Template onDL- Template _




Annextire—6 to CoP-Entities -

Entity Registration

Intimation to Entity
about rejection of
Documents

Interested -
Entity

A

Inte resjtéd-
Entity’ .

Verification of KYC
Doq__t_xm_ents:aﬁt’_'Acce'ss
Providerend.

KYC
Verification

YES l -

' Registration,'of;En't:ity'in system |
| And assignment of Roles and
- responsibilities, -

l |

Creat'iprlli of Entity in DL:Entity |

Confirmation to Entity about
successful Registration and
allocation of Resource for making
commercial communications




